HEMINGTON,
HARDINGTON
& FOXCOTE
PARISH COUNCIL
GENERAL PRIVACY NOTICE

Your personal data — what is it?

“Personaldata” isanyinformationaboutalivingindividual which allows themto be identified
fromthat data (for example a name, photographs, videos, email address, or address).
Identification can be directly usingthe dataitself or by combiningit with otherinformation
which helpstoidentifyaliving individual (e.g. a list of staff may contain personnel ID numbers
ratherthan namesbutifyou use a separatelistofthelD numberswhichgivethe corresponding
namestoidentifythestaffinthefirstlist thenthefirstlist will alsobe treated as personal data).
The processing of personal dataisgoverned by legislation relating to personal data which
appliesinthe United Kingdom including the General Data Protection Regulation (the “GDPR)
and otherlegislationrelatingto personal dataandrights such asthe Human Rights Act.

Who are we?

ThisPrivacy Noticeis providedtoyoubyHemington & Foxcote Parish Councilwhichisthedata
controllerfor your data.

Other data controllers the council works with:

. Local authorities

. Community groups

. Charities

. Other not for profit entities
. Contractors

. Credit referenceagencies

We may need to share your personal data we hold with them so that they can carry out
their responsibilitiestothe council. If weandthe other data controllerslisted above are
processingyour datajointly forthe same purposes, then the counciland the other data
controllers may be “joint data controllers” which mean we are all collectively responsible to
you foryour data. Where each of the partieslisted above are processing your datafortheir
ownindependent purposes then each of us will beindependentlyresponsibletoyouandifyou
have any questions, wish to exercise any of yourrights (see below) or wish to raise acomplaint,
you shoulddo sodirectlytothe relevant data controller.

Adescription of what personal data the council processes and for what purposesissetoutin
this Privacy Notice.

The councilwill process some orall of the following personal datawhere necessaryto performitstasks:

. Names, titles, and aliases, photographs;
. Contact details such astelephone numbers, addresses, and email addresses;
. Wheretheyarerelevant to the services provided by a council, or where you provide

themto us, we may process information such as gender, age, marital status,
nationality, education/work history,academic/professional qualifications, hobbies,
familycomposition, and dependants;

. Where you payfor activities such as use of a council hall, financial identifiers such as
bank accountnumbers, paymentcardnumbers,payment/transactionidentifiers,
policynumbers, and claim numbers;

The personal data we process may include sensitive or other special categories of personal



datasuchascriminal convictions, racial orethnicorigin, mentaland physical health, details of
injuries, medication/treatmentreceived, political beliefs, trade union affiliation, geneticdata,
biometric data, data concerning and sexual life or orientation ow we use sensitive personal data

We may process sensitive personal data including, as appropriate:

. informationaboutyour physical or mental health or conditioninorderto
monitor sick leave and take decisions on your fitness for work;

. yourracialorethnicoriginorreligiousorsimilarinformationinorderto
monitor compliance with equal opportunities legislation;

. in order to comply with legal requirements and obligations to third parties.

These types of data are described in the GDPR as “Special categories of data” and
require higher levels of protection. We need to have further justification for collecting,
storing and using this type of personal data.

We may process special categories of personal data in the following circumstances:
. In limited circumstances, with your explicit written consent.

. Where we need to carry out our legal obligations.

. Where it is needed in the publicinterest.

Less commonly, we may process thistype of personal data whereitis neededin relation
to legalclaimsorwhereitisneededtoprotectyourinterests (orsomeoneelse’s
interests)andyou are not capable of giving your consent, or where you have already
made the information public.

Do we need your consent to process your sensitive personal data?

In limited circumstances, we may approach you for your written consent to allow us to
process certain sensitive personal data. If we do so, we will provide you with full details
of the personal data that we would like and the reason we need it, so that you can
carefully consider whether you wish toconsent.

The council willcomply with data protection law. Thissaysthatthe personal datawe hold about you must

be:

Used lawfully, fairly and in a transparent way.

Collected only for valid purposes that we have clearly explained to you and not used
in any way that isincompatible with those purposes.

Relevant to the purposes we have told you about and limited only to those purposes.
Accurate and kept up to date.

Kept only as long as necessary for the purposes we have told you about.

Kept and destroyed securely including ensuring that appropriate technical and
security measuresarein placeto protectyourpersonal datato protect personaldata
fromloss, misuse, unauthorised access anddisclosure.

We use your personal data for some or all of the following purposes:

Todeliverpublicservicesincludingtounderstand your needsto providetheservices
thatyou request and to understand what we can do for you and inform you of other
relevant services;

To confirm your identity to provide some services;

To contactyou by post, email, telephone or using social media (e.g., Facebook,
Twitter, WhatsApp);

To help us to build up a picture of how we are performing;



. To prevent and detect fraud and corruptionin the use of publicfunds and where
necessary for the law enforcementfunctions;

. To enable usto meetall legal and statutory obligations and powers including any
delegated functions;
. To carry out comprehensive safeguarding procedures (including due diligence and

complaints handling) in accordance with best safeguarding practice from time to
time with the aim of ensuringthatallchildrenandadults-at-riskare provided with safe
environmentsandgenerally as necessary to protect individuals from harm or injury;

. To promote the interests of the council;

. To maintain our own accounts and records;

. To seek your views, opinionsor comments;

. Tonotifyyouofchangestoourfacilities, services, eventsandstaff, councillorsand

otherrole holders;

. Tosend you communications which you have requested and that may be of interest
toyou. These mayincludeinformationaboutcampaigns, appeals, othernew projects
orinitiatives;

. Toprocessrelevantfinancialtransactionsincludinggrantsand paymentsfor
goodsand services supplied to the council
. To allow the statistical analysis of data so we can plan the provision of services.

Our processing may alsoinclude the use of CCTV systems for the prevention and prosecution of
crime.

What is the legal basis for processing your personal data?

The councilisapublicauthority and has certain powers and obligations. Most of your personal
datais processed for compliance with a legal obligation which includes the discharge of the
council’s statutoryfunctionsand powers. Sometimeswhenexercisingthese powersordutiesitis
necessaryto process personal data of residents or people using the council’s services. We will
alwaystakeinto

accountyourinterestsandrights. ThisPrivacy Noticesetsoutyourrightsandthecouncil’s
obligationsto you.

We may process personal dataif itis necessary for the performance of a contract with you, or
totake stepstoenterintoacontract. Anexample of this would be processing your datain
connection with the use of sports facilities, or the acceptance of an allotment garden tenancy

Sometimestheuseofyourpersonaldatarequiresyourconsent. Wewillfirst obtainyourconsent
tothat use.

Sharing your personal data

Thissection providesinformationaboutthethird partieswithwhomthe councilmayshareyour
personal data. These third parties have an obligation to putin place appropriate security
measures and will be responsible to you directly for the mannerin which they processand
protectyour personal data. Itis likely that we will need to share your data with some or all of the
following (but only where necessary):

. Thedatacontrollerslisted above underthe heading “Other data controllersthe
councilworks with”;

. Ouragents, suppliersandcontractors. For example, we may aska commercial
providerto publish ordistribute newsletters on our behalf, orto maintain our
database software;



. Onoccasion, otherlocal authorities or notfor profit bodies with whichwe are carrying
outjoint ventures e.g. inrelation to facilities or events for the community.

How long do we keep your personal data?

We will keep some records permanently if we are legally required todo so. We may keep some
other records for an extended period of time. For example, it is currently best practice to
keep financial recordsfora minimum period of 8 yearsto support HMRC audits or provide tax
information. We may have legal obligations to retain some data in connection with our
statutory obligations as a public authority. The councilis permitted to retaindatainorderto
defendor pursueclaims. Insome cases thelawimposesatimelimitforsuchclaims(forexample
3yearsforpersonalinjuryclaimsor6yearsfor contract claims). We will retain some personal
data for this purpose as long as we believe it is necessary to be able to defend or pursue a
claim. In general, we willendeavour to keep data only for as long as we need it. This means
that we will delete it whenitis no longer needed.

Your rights and your personal data
You have the following rights with respect to your personal data:

Whenexercisingany of therightslisted below, inorderto processyour request, we mayneedto
verify youridentity for your security. Insuch caseswe will need youtorespond with proof of your
identity before you can exercise these rights.

1) The right to access personal data we hold on you

. At any point you can contact us to request the personal data we hold on you as well
as why we have that personal data, who has access to the personal data and where
we obtained the personal data from. Once we have received your request we will
respond within one month.

. Therearenofeesorchargesforthefirstrequestbutadditionalrequestsforthesame
personal data or requests which are manifestly unfounded or excessive may be
subject to an administrative fee.

2) The right to correct and update the personal data we hold on you
. If the data we hold on you is out of date, incomplete or incorrect, you can inform us
and your data will beupdated.

3) The right to have your personal data erased

. Ifyou feelthat we should no longerbe usingyour personal data or that we are unlawfully
using your personal data, you can request that we erase the personal data we hold.

. When we receive your request we will confirm whether the personal data has been

deleted or the reason why it cannot be deleted (for example because we need it for
to comply with a legal obligation).

4) Therightto objecttoprocessing of your personal data ortorestrict it to certain purposes only

. You havetherighttorequestthat we stop processingyour personal dataoraskusto
restrict processing. Uponreceiving the request we will contact you and let you know if
we are able to comply or if we have a legal obligation to continue to process your
data.

5) The right to dataportability

. You havetherighttorequestthat we transfersomeofyourdatatoanothercontroller.
Wewill comply with yourrequest, whereitisfeasible todo so, within one month of
receivingyour request.

6) Therighttowithdraw yourconsenttothe processing atanytimeforanyprocessingofdatato



which consent wasobtained
. You can withdraw your consent easily by telephone, email, or by post (see Contact
Details below).

7) Therightto lodge a complaint with the Information Commissioner’s Office.

. You can contact the Information Commissioners Office on 0303 123 1113 or via
email https://ico.org.uk/global/contact-us/email/ or at the Information
Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9
5AF.

Transfer of Data Abroad

Any personaldatatransferredtocountriesorterritoriesoutside the European Economic Area
(“EEA”) willonlybe placed on systemscomplying withmeasures givingequivalent protection of
personalrights eitherthroughinternationalagreementsorcontractsapprovedbythe
EuropeanUnion. Ourwebsiteis alsoaccessible from overseas so on occasion some personal
data (forexampleinanewsletter) may be accessed fromoverseas.

Further processing

If we wishto use your personal dataforanew purpose, not covered by this Privacy Notice, then
we will provide you with a new notice explaining this new use prior to commencing the
processing and setting out the relevant purposes and processing conditions. Where and
whenever necessary, we will seek your prior consent to the new processing.

Contact Details

Please contact usif you have any questions about this Privacy Notice or the personal data we
hold about you or to exercise all relevant rights, queries or complaints at:

Clerk to Hemington, Hardington Parish Council, clerk@hemington-pc.org.uk
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